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Windows Administrator

Do you want a career that serves a higher purpose? The people at SRR Solutions Inc. are
committed to helping you reach your maximum potential. We hire smart, motivated
people, give them world-class tools in a supportive environment, and we let them do
their job. In return, our team is highly engaged, creates quality solutions and delivers
outstanding customer service. Our leaders understand the critical elements of
breakthrough performance: bringing out the best in people; creating a climate of trust,
openness and high performance; fostering candor; and treating people fairly and with
dignity. SRR Solutions Inc. provides the environment, leadership and support that
enable our team members to exceed their career expectations consistently.

Job Description:

SRR Solutions Inc. has an immediate, funded opening for a solid Tier2 or mid-level Tier 3
Windows Systems Administrator. The Sys Admin must possess the knowledge and skills
to take lead on the creation of Windows based servers and workstations. Candidate will
work on both bare metal and virtual servers. Work will include systems design,
building, and configuration to work within existing infrastructure. Systems will have to
support the custom designed software and scripts. Once built and deployed, candidate
will hand off routine O&M activities to a separate team.

Personnel supporting this task must meet the following requirements and perform all
tasks related to the customer software development environment including but not
limited to:

Position Requirements:
Required:

o 3+years of recent experience with creation and distribution of Windows based images (server,
workstation) using tools such as Microsoft Deployment Toolkit (MDT), Hashicorp Packer, or Ansible.

o 3+ years of experience with managing Microsoft Administrative tools, such as Active Directory Users
and Computers, Microsoft DNS, Microsoft DHCP, etc.

o 3+ years of demonstrated ability to create and implement Microsoft Group Policies with a focus on
system hardening and best-practice security design.

o 2+years of experience with configuring appropriate logging using Sysmon, Windows Event
Management.

o 2+ years of experience writing, modifying, and interpreting PowerShell scripts.

o 2+years of experience building and deploying servers in a virtual environment, to include specifically
VMware vSphere and VMware Workstation/Player

o 2+years of experience documenting “As-Is” and “To-Be” system builds and capture architecture and
work flows in systems/network drawing.

o Ability to think critically and exhibit strong problem-solving skills
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o Must be able to accommodate a flexible work schedule that may include nights, weekends or holidays
as required

Desired:

o Knowledge of Python
o Automation knowledge of Hashicorp’s Terraform
o Demonstrated Linux command line knowledge

Requirements:

o U.S. Citizen
o Acive TS/SCI with FSP

*Selected candidate will need to be approved by the Prime.
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